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-1PI"iVv: A Dataset for Recognizing the Presence and Purpose of Private Visual Information in Images Taken by Blind People

Situation: Visual Assistance Applications
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Observation 1: Private Content is in
Images Taken by People Who are Blind

- 12% of their 44,799 pictures show private content.

- Recognizing whether private information is in an
image is important for supporting people who are blind.

Observation 2: Visual Questions Can

Ask About Private Content in Images

- 1 of every 40 VQs (for 33,858) ask for private content.

‘
s this pregnancy

- test positive or
negative?

: “; What is the
‘= medicine in this
' pill bottle?

- Knowing if private content is needed to answer a VQ
is important for supporting people who are blind.

Visual Privacy Taxonomy & Dataset

- 5,537 private images with 8,862 private regions

- Replaced private regions with (see red regions):
1) Inpainting algorithm results [Yu et al. 2018]
2) ImageNet mean
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- Of these images, 1,403 come with questions.
- 62% (875) of the VQs ask about private content.

Our dataset originates from people who are
blind and supports two tasks: recognizing
private information and its purpose from their
iImages and visual questions respectively.

Dataset: http://www.vizwiz.org/

Task 1: Is Private Content in the Image?

Dataset Analysis:
- 427% of private regions show objects, and the rest text.
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Algorithm Benchmarking:
- 5,537 private images and 8,089 non-private images

0.6 1 (10 fine-tuned ResNet models) .
S —— train-on-VISPR (Priv-Detect-Orig) (AP =77.97)
'§ train-on-VizWiz-Priv (AP = 68.47)
a train-on-VizWiz-Priv&VISPR (Viz-Detect-V&V) (AP = 78.34)|\
047 train-on-VizWiz-Priv-HoleMean (AP = 69.60)
train-on-VizWiz-Priv-HoleMean&VISPR (AP = 80.22)
—— train-on-VizWiz-Priv-Uncorrupted (AP =79.67)
0.2 train-on-VizWiz-Priv-Uncorrupted&VISPR (AP =79.27)
pretrain-on-VISPR_train-on-VizWiz-Priv (AP = 75.62)
pretrain-on-VISPR_train-on-VizWiz-Priv-Hole-Mean (AP =71.94)
pretrain-on-VISPR_train-on-VizWiz-Priv-Uncorrupted (AP =81.10)
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Recall

Training algorithms with our corrupted dataset
where private content is masked out of the images
yields similar performance to training algorithms
on the original, uncorrupted images.

Task 2: Is Private Content in the Image
Needed to Answer the Visual Question?

Dataset Analysis:

- Private content is needed for images of pregnancy
tests, pill bottles, letters, street signs, & credit cards
but not for faces, framed pictures, & license plates.
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Algorithm Benchmarking:
- Q: GRU trained on GloVE embedding
- I: 2-layer NN trained on ResNet-50 features

1] — Q (AP = 61.63)
-hole-inpaint (AP =51.80)
m | -hole-mean (AP =49.51)
0.8 HI 18! — |-original (AP =57.12)
F'-----r Q + I-hole-inpaint (AP = 64.74)
'»j — Q + |-hole-mean (AP = 63.44)
_ 06 J o %w Q + l-original (AP = 66.18)
S i W"IM Status Quo (AP = 32.60)
s Priv-Detect-Orig (AP = 37.43)
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Recall

Algorithms can predict whether private content in
an image is needed to answer the visual question.




